Break
Restart at | 1:00am

® Tweet using @mactech or #MacTechPro

® 5SID: Westin Meeting

Choose “Access Code’ tab
Enter Access Code: mactech2018
(Note: all lower case)
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Marc Grayson
iCloudMainFr@me.com

Marc is the Apple Product Manager of the Apple Support
and Development Team at Montefiore Medical Center.

Supported Apple Products for |6+ years

Industry speaker since 2012

Following the MDM / EMM space for 8 years
Architected Enterprise Implementations of AirVVatch
and Maas360

Evaluated countless other MDMs.

® Owner of most Apple Service Accounts

Native NY’er; recovered PC user and just visited the

mothership. ("

Find me:

B Mac Admins as @macad

~
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Imaging Is Dead.

No more cloning.
Now What?

EEEEEEEEE




“Apple T2 chip includes a Secure Enclave
coprocessor that provides the foundation for
secure boot and encrypted storage
capabilities.”




“And secure boot ensures that the lowest
levels of software aren’t tampered with and that
only operating system software trusted

by Apple loads at startup.”



It may take a few minutes tc
activate yor ifhong
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 iOS = Activate with Apple Servers or Wait

* ilTunes,Apple Configurator, Wifi, Cellular

‘CHEE
N
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Are you sure you want to restore the iPhone "iPhone” to
ite factory settings? All of your media and other data will
be erased, and the newest version of the iPhone software
will be installed.

iTunes will ver fy the restore wth Agple Afie- this process is
complete, ycu will have the cption to restore your contacts, calendars,
text messages and otaer setiirgs.

Cancel

It may take a few minutes tc
Activate yor ifhong




Mac Pro (2017)

13” and 15” MacBook Pro (2018)

O r _

MacBook MacEook Ar MacEook Pro iMac iMac Pro Mac Pro Mac mini




How to: Imaging

[ )
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How to: Imaging

10 Monolith




How to: Imaging

1 Monolithic




How to: Imaging
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Is Imaging Dead!?

Ne not yet

MVACTIECE
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Is Imaging Dead!?
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Is Imaging Dead!?
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How to: Imaging

it

Minority Report Imaging

MVACTIECE
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How to: Imaging

Minority Report Imaging

MVACTIECE
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Deployment Options

® Apple School / Business

Manager (DEP /VPP)

® Apple Configurator

® Mobile Device Management

AQL“ _}\O

JAMF Pro
AirVWatch
Maas360
Meraki

FileVWave
Everyone Under the Sun

~ PRO EVENTS
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Apple DEP

19




Apple DEP

Device Enrollment Program
(DEP) allows devices ordered
through Apple resellers or direct
from Apple to automatically have
MDM activated and supervision
enabled.

20




Apple DEP

Allows for device supervision to
be enabled without ever
connecting the device to a macOS.

21




Apple DEP

Manual enrollment of iOS devices,

and tvOS devices available
through Apple Configurator once
you have a DEP account with

Apple.

22




Apple DEP

Zero touch configuration for IT
means reduced overhead IT costs
and faster to-the-desk delivery of
new devices.

Zero touch configuration limited
by your choice in Mobile Device
Management solution, and skill
implementing said solution,
including creation of third party
package installers, scripts, etc...

23



Apple Support Article

Remote Management

“WMidcle ¥ohcol - Toanuig SDT wall dutomalics 'y sooligurs
yoLr ifed

Zihat coves Pemate Munageme et do®

Remote mansgement araales the acmiristrats: cf “Widdis Sthool -
TewslipISD” to st vl @nd natveork axoanis, irslall aed coodigure
s, snd mannge this (Pac » ssitings
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Apple Support Article

https://support.apple.com/en-us/
HT204142

25




Apple VPP

26



Apple VPP

Volume Purchase Program (VPP)
allows for the purchasing of App
Store based apps from a single
account for distribution to users
and devices through a mobile
device management solution, or
through Configurator if iOS.

27



Apple VPP

Includes all apps available through
the Apple App Stores for iOS and
macOS.

Apps can be distributed to users
via invitation and acceptance with
a personal or managed ApplelD,
or to device via device serial
number.

28



Benefits of Apple VPP

Admins control the licenses, not the users.

App licenses may be revoked or “clawed
back™ by admins for use by other users or
other devices.

Apps may be purchased and if MDM is used
to deploy, apps may be “pushed” over the
air

If device assignment is used, installation
happens with zero user interaction.

29




Disappointments of Apple VPP

Books purchased through VPP must be
assigned to users, no device based
assignment.

Books do not enjoy the “claw back™
feature.

Books assigned to managed ApplelD’s
(students) are permanently attached to
those ApplelD’s even though the |D will
likely be retired upon matriculation.

So...buy a book once per user at least.

~ PRO EVENTS 30




Where is it!

https://volume.itunes.apple.com/

31




Apple Support Article

https://support.apple.com/en-us/HT120/867
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vop.itunes.apoke.com/ANe

iPhune Watch

CareQuick

Volume Purchase Program e !

VPP Hume > Account Sumnmary *» Purchase History

Purchase History

Urder Date Order lype

MVUYY2 14K/ Microsaft UneNote » MaZ Apz
MVOYQST4K? Microsoft Word » i0S Ap:
MVUYY2 [ 4IK/¢ Ibarcocer Lite - barcode generator » MaZ Apz
MHQE 36K 7K Algebra Explained . 1 Order of Op... » i0S Apz
MHOB) 30K /R Woltram Alpgcbra Course Assistant ¢ 105 Ap:
MHQESL8ZSF Edmodo » i05 Ap:
MHO7OV/LESG Oulck Fractions » 105 Apz
MHQ7QVW/LBSG Quick Fractions » i05 Ap:z
Koy 25, 201¢ MHQ72LFE0N Afterlight s 105 Apz
Kov 07, 201+ MHOQATK™ NQY CoPilot GPS - Car Navigation & Qffl iNS Ap-
Aug 24, 201¢ MHQGOH3ILNX Elology and Human Body Anatomy .. MaZ Apz
Aung 24, 7014 MHDANMHIINY Lyndg: Learn New Skills with Onlin iNS Ap~
Mar 24 MHQ<EV3IZ XN proXPN VPN | Free VPN, protect vo... 10S Apc

Mar /4 MHIEKWV 5/ K Angry Birds Go!» 14 Ap~

MVACIECES
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Quantity

Managed Licenses
Managed Licenses
Managed Licenses
Managed Licenses
Managed Licenses

Managed Licenses

3 Free Managed licenses

10 Free Managed Licensas
1000 Free Managed licenses
Free Managed Licenses

Managed | icenses




Setting Up
Apple Managed Systems




Apple School Manager

VPP and DEP rolled into one
solution

Add the ability to import users
from a school Student
Information System via direct
connect or SFTP upload (see
your SIS for compatibility)

iTunes U integration

CTER
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Apple Business Manager

Apple took what they learned
deploying ASM into Education,
and created Apple Business
Manager.

VPP and DEP in one place

No Managed Apple ID’s, no
Directory Integration (aside
from admins and managers, no
user management at all)

No iTunes U integration

36



Where are they!

Apple School Manager

https://school.apple.com

Apple Business Manager

https://business.apple.com

37



https://school.apple.com
https://business.apple.com

How to use!

If you haven’t already set your
customer up with VPP or DEP,
you will want to start at one of
these two pages depending on
school or business status.

There is a link right on this page
to sign up if you don’t have an
account.

Instructions are clear; just follow
them. No preparation necessary.

38




What Do | Need!?

® No need to prepare before following the links, but as you go
through the process you will be asked to create or find the
following:

® A dedicated Apple ID
e DUNS Number

® DEP Reseller ID Number, if you purchased devices to be
managed from someone other than Apple directly

® Apple Customer Number if you purchased devices to be
managed from Apple directly

A — (]
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DUNS Lookup

® DUNS Website;

® https://fedgov.dnb.com/webform

® |f you are a member of the Apple Developer Prog

® https://developer.apple.com/enroll/duns-lookup/#/
search

A — (]
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https://fedgov.dnb.com/webform
https://developer.apple.com/enroll/duns-lookup/#/search
https://developer.apple.com/enroll/duns-lookup/#/search

o0 ® 0O ™= ] ¢ *zeqov.enb.com

o
uno\ bradstreet

T™OTICE® Apple Devaloper 'regram Luse Mtpasidsveicper.appla comleniVi_ns-lookup/aearch and for i DA please use
nmps iAaww da. gowiownien s aF ot indutiii M part Prog ramyEning Emanas i mpoSysinmar ICMEEABRT ndl *NOTICE *PL SASE LLEF IF AND FNAEL F JAVASCRH PT VWHEN LISING WWEBFORM

Bagin D-U-N-5 Search
Raquest Proocss

About the DB )
Welcome to the D&B D-U-N-8 Request Service
D-U-N-8 Number for US Federz! Government Contractors and Asslstance Awardees

Fraquently Asked Dun & Bradstres1 (C33) crovides s C-J-4-3 humbear, a uniqua nine d git Identifization number, “or each p-ysica lozaticn of
Questions (FAQ) your bLginess,

D-U-N-S Numbsr assignment i FREE fur al businessas required w regste- vith the US Fadera government fo- conl-scls or
ants.
DAR, SAM, Grams are
Contacts Click here to request your D-U-N-S Number via the Wekb. Il ore does ol exks. for your business kcalion, il can e credled
within 1 zus ness dzy
D&H's Privacy
and Data Policy For iechnical ciMou ties, oot SAMHcip@dnb.com

Access|bility

Spam-blockers and other security features on your computar or network could block our emall responses which may Include your DUNS Number. Please ensure that you are able to receive emalls from SAMHelpg@dnb.com.
Adding SAMHeIpERdnh.cam ta your addarass hook may halp prevant aur emails fram being inadvartemly binaked.




ceva oper.app e.com aenrcll/duna- cokup/® izaarch 2 {a =

o Developer Discover Design Develop Distribute Support Account

Sign Out

Look up your D-U-N-S Number

Before enrolling, look up your organization to see if you have a
D-U-N-S Number. Dun & Bradstreet may have already assigned
one to you. If your organization is not listed, you'll have the option to
submit your information to D&B for a free D-U-N-S Number.
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Some common DEP Reseller ID’s

Al T: 722D390
Verizon: |9DA 1870

Sprint: FA49BB0




it £
& School (Z@ Add New MDM Server

bbb Devices Added by Apple Configura...
Activity 0 Devices

Locations :
ds22.airwatchportals.com

4 L" =22

e Maas360 Production Maas360 PrOdUCtlon

Accounts

1,289 Devices * Default Server for Apple T... 1,298 Devices + Default Server for Apple TV, iPad, iPhone, iPod
Classes =nd Mac ’ |
Maas360 Test

T oevice

Roles

£ &

Dev.ces

MDM Servers

Device Assignments

Assignment History

.". me
Maas360 Production
Content Lasl Cale Cunnucled

Apps and Books 9)26/2018, 8:00 AM

iTunes U <t IP Ponnected
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0 = A O
‘ School :_H[!)\ Search Devices
Activity

Locations

Manage Devices

Accounts
Classes
Roles
1. Choose Davices

MDM Servers
Device Assignments © Serial Number Order Number P

Assigmment Hislory

Anps and Bocks

ITunes U

2.Chouse Action

Urassign Downces

Release Devices
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Apple Configurator

USB connected iOS and tvOS deployment

46



Apple Configurator

Enable Supervision on Mobile Devices.
(supervision default in future)

Install Apps from VPP/ASM/ABM

Build and Install Mobile Config Profiles
without an MDM

Easy iOS & AppleTV deployment without
MDM

Update OS and Apps on Devices if not
managed by MDM

MVACTIECE
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Apple Configurator

Can be used to initiate device
enrollment into DEP enabled iOS

devices

Efficient way to update iOS on iPads
and iPhones pre-enrollment into DEP
Erase and Reset device in
Configurator
Update OS
Prepare Device on Automatic
Wait for MDM to push everything
else

‘CHEC
| NS b
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Apple Content Cachin

Sharing

Computer Name: Mac

Computers on your local network can access your computer at:
Mac.local

On Service Content Caching: On

Screen Sharing Content Caching reduces bandwidth usage and speeds up installation cn
File Sharing su.pported devices by storing software updates, apps, and other content on
this computer.

Printer Sharing

Remote Login Cache: Only Shared Content v

Remote Management Store shared content, such as apps and software updates, on
Remote Apple Events this computer.

Internet Sharing Share: B4 Internet Connection

Bluetooth Sharing Share this computer's Internet connection and cached content with

Content Caching iOS devices connected using USB.

Options...

“CHEE
N b
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Apple Content Caching

Couple Apple Content Caching and
Network Sharing to provide a locally
cached USB to Ethernet connection
to devices to avoid using Wifi when
MDM pushes apps during initial setup.

Apple support Article:

https://support.apple.com/en-us/
HT208025

man tethered-caching

‘CHEE
| NS b
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https://support.apple.com/en-us/HT208025
https://support.apple.com/en-us/HT208025

Apple Content Caching

USB to Ethernet connection to
devices to avoid using Wifi

Airplane Mode enabled

Lightning to USB cable

AQLJ] ‘r\o
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MDM Options

Profile Manager

Apple’s option is Profile Manager, but that is part of Server and
Server has been eviscerated little by little over the years.

Apple’s own internal people recommend not using Profile
Manager in a production environment

Think of Profile Manager as a reference platform that Apple uses
to show MDM vendors how Apple would implement the Ul for
different management APl’s they release with new versions of
iOS, macOS, tvOS and who knows what next...

A — (]
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MDM Options

JAMF Pro

If you don’t know what to do, don’t have time to research what
is best for your organization and want to make a choice nobody

can question, you choose JAMF

Reputation as the Gold Standard for many years for Imaging,
which they capitalized on expertly to lend credibility to their
MDM offering. Imaging is still part of their offering

Their JAMF Nation community is used by EVERYONE

https://www.jamf.com/request-trial/

A — (]
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MDM Options

AirWatch

If you have to manage a whole lot of iOS alongside other
platforms that are maybe not of the fruity variety, AirWatch is
going to be your choice.

Many large deployments, they scale.VVell.

Education specific tools for the classroom are nice.

https://portal.vmtestdrive.com/

A — (]
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MDM Options

IBM Maas360
2nd largest MDM with the power backing of IBM

Highly focused on using their VWatson Engine to highlight
noncompliant devices

0 Day support Apple’s MDM protocols

https://www.ibm.com/account/reg/us-en/signup!?
formid=urx-30629

A — (]
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Resources

Mac Deployment PDF from Apple:

https://www.apple.com/business/resources/docs/
Mac Deployment Overview.pdf

iOS Deployment PDF from Apple for Business:

https://www.apple.com/business/resources/docs/
iOS Deployment Overview for Business.pdf

Apple Training:
https://training.apple.com/us/en/courses/ios/ios_deployment workshop

https://training.apple.com/us/en/courses/ios/ios _deployment _essentials

— (&
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Questions!?

Marc Grayson
iCloudMainFr@me.com

B Mac Admins as @macad

MVACTIECE
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