Nathan Underwood

Christian. Husband. Father. Aspiring hacker. Martial Arts
nerd. Amateur radio guy. Perpetual nOODb.

Nathan’s fascination with technology started as a hobby In
the1980’s and evolved into a career. In the years since,
Nathan has served in a number of roles from helpdesk to
SysAdmin to IT Directory.

Nathan co-founded Cyber Tech Cafée in 2002 to provide IT
Support Services to the SMB market and later co-founded
Piratica in 2014 to focus on |IT Security.
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Zero Trust Networking



lopics

e [raditional Networks

o /ero Trust Networks

e Why should you adopt Zero Trust?
¢ “Thinking Different” about Networks
e [echnology Behind Zero Trust

o (Getting Started with Zero Trust
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What Is a traditional network?
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Traditional Network

Firewall

Content Filtering
Intrusion Detection
Intrusion Prevention
etc.
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Traditional Network

Segmentation
e Splitting network into sub-networks

¢ Restricting Communication between Subnets

e VL ANSs, Firewalls, DM/Zs
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Traditional Network




Cost of Cybercrime

53 Trillion

In 2015




Cost of Cybercrime

56 Trillion

in 2021
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Cost of Cybercrime

$6,000,000,000,000

in 2021
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Cost of Cybercrime

High Profile Breaches
e Stuxnet Worm

e Jarget Retall

e Sony Pictures

e ...many others...
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Traditional Network:
VWeaknhesses

e Multiple points of entry

e Firewall Rules become unmanageable
e Cloud Services are more nuanced

¢ |nsider threat is a major omission

e All-or-nothing security model
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Mitigation Strategy?

Head in the Sand
Obscure Reality
Point Fingers
Evade Ownership

) ganlnl

PRO EVENTS




*4
J4d.*

,/,,,ﬁ

44.4,..0‘.... \

Jlo.c‘#a...¢o¢. L\
a‘fmcvmloo—_o...ﬂ....‘.. .._.. ' 1 ’
— Jo,—“.o.....o.. i

\

0

AAARARRARRRARSY i ARk RRRERS . 3_.:,: ARARIRAALMALL AR AR ERR
?. “ J 3.. .5.. .r -...-.... ..-..- J i../:.:,_:u:, AR .
A .. ~‘4_o ARAARARNEARRARLERR A
v - ‘ 0". .O.‘O. ... 0. .‘.‘ n....'.........,.... ' B
_ ............ ............. L) ..;.. o , .. . AARARA AN R ARAN
| .o .-.-...c......................a. .. o A\ ,,..,,.._....... ARRAR
.......o-.....-....-.....o..o..c.... JJ 4.J..,., I DARARAARAR

...

BN AR AN AR A AR AR RN RN AR NN AN A YA

LA
-u fff ::.::...-..:.::.:.:....-:.::::::
AR -v..oo.....o..-...o..-..v...v..o--..-..v.o.v.v.
&. oa-o... ..ocooo.o.:.oo:.:.ooo‘:o..::.:o-..o.ac

.....o........-...............oo...o.......;....ao ALL AARMARARNRRNY

v AR AR AR AN AR AR AR AN NN AR IR NAARARANAARAN J. - J....a...........

B AR A AN A AR AN AR AR AR RN RN RAARARNRERR R AR AN . , .a,J...._...... .

U o AR R AN AR AR AR RN RN TR AR AR R AR )Y .oo ~f AARARRARARAAN

f AR R AR AR AR AR R A AR R RN AN RN RN RPN R RN RARAAAR AN 1 u.. SAARARAAAARL
..o-.o:..oo.....oo..-.'......o.......-.s....-....-o--oc.....o- 4........._

AARARRAARRA

.occa..ocao...o...o..o...o....o.o.o..o...o....oooo..o...o.-;ouac. AT

Y T R N I R LI R R R RN TN RIN Y ONOITOCROIIOINITRINRNIRTIIORIRIOIITRYLIRTIRNYIINYNGIY

N

.f,..“,./,xf,, ‘,

&

a...ooa.-.o...............-................o....................a...ca. ....~...... '
SRR AN NN A AR IR NI AR NIRRT AR ANNA AR - | RAAN AN

B A AR AR AN AR RN AR RN RN IARRARRAARARAARARAR AR ~_.......,,
Jﬁgoo-.................o......................................o....o..aoo.o .a f.....
-a-oo.ooo.ooo-..-oo.o...oo...o..oo.-oo.oo..o...o-ooa...oo.....uo..c...o:. AR RARAARA
.c..o-...o..oo.oo.oo..oo..o...o....o.........oo...-.o.o..o...o..c..ooo-o.-. __.~4_...
o.oo.ocooo.oo.oo.o....o..o......o..oo....o...o.-..o.........o..oo.o......o‘acc 4~‘:.._..,
R N A A A R R R A NN R R PR R A AR A AR AR ,..._...
BAA R AR R N R A R AN AN R AN A RN AR RARAA R A ﬂ IAAAANAS

AR
BARARRRNAAALAY
AL ARARRARRALL )
BARRRRARRRRAYY
AARRRARRIN MY
RANRARARIRR A
PO 00
AR
LA ALAERREARE)
BARARARRAR NS
SRR
BRRRRRRARRRO AN
AARRRRARARARAMY
BASARRARARAIAS
S48 00 80000000
BARRRAARARAAY
ALARALARLARALL
SRARRRARRAA I
BRI
B RARNRRR IS
BAARARRARRRR MY
BASARARARAR A
$AARRRARAAR AN
PRARRARARARRNY
FRARAR AR
BRAARARRARALYMY
PRRARARRRARR IS
AT IAIINNITIIY
BAAAARARRAARA AN
BR800
BARARARRAARAAMY
PAARRAARRAAARMY
AR ALY
SRR RARAYY
B0 AAANARRARAY
BARARARARRAR IS
BARAARAARARALM
BRI
BAAARARAAARAAAMY
S48 040%00 0
2450890008000
BRAARARARARY
SRR AY
SRR YY
BARRARRRRRARN AN
TITII Iy
BHAARARRRARAMY
SRAARAAANAAS
S4RRARRRARINOY
BARARAARRARAA
A AR LRRAAREL
SRR Y
AR
RARARARRRAR MY
HAAAARNEARALS

-o-o-.-oo....
RRARRRAARRANY

BARARAARS
ARRARANS
T E2RRL])

,,_ﬂ

{ .ﬁ

..‘
.~‘ ”4

N
..__

ara
::::_

%
.

a.4.~ 1 .

M ._,,,.,._x_f

,714.4

......._J_

.....o144~

a

..........44. 4~44
....:f,: AL
......( ) JJ Ja
ARRAA LN RN Y
...._<.o.-.-
BUARRARAA ARG ..A

.....'Jagoda-lu
....4.-4...‘¢<44
. ...c..o¢‘~4
.¢..-dv‘¢.~4A
.._....o.o..l4~
RARERRARSARAARY
..-......-..4.4
HAR _J_
.....oood
.-a.‘.oo_
EEERRARE
BEEELEY d.‘
RN EREARLALY
! ERRAAA
SERRRAA
BEREBRAR
EAREERRRRA
BTN EEREERR R R
ANE
L] 4.

:

"B |

)
AR

AN .,f..

CLOLE R T T LY

: ........‘*44‘4¢‘~d

\ : ._...‘o_oJ.“‘f
ERRRRRRRRALARA RS
._......o.'..oiooo

) | ! ........o..

sy iy 1 _a444/ [

L4 .......o.-uo. J—ﬁ*-a
ERRARARAALR AN
..oo...c;.d*owJMJQﬂ*“JJJ““dVJf ‘

AR .“,
A

Jﬁ”fd AJ BN AR R AR R AR AR NN ARt IREIAEIMY
-

ARRARANARY

| RAARRRAAAARAR) AR RAL)

._..,.-’.acJooJJ.d
1 AR R BE. .,.o.'_oo

AARRAARARAARARANARNARARAANRANIAARNRAIR AN
A LAY

EEREERERERE

22 R EE ) ' Y

. 1% )
-oo.'.. ) ) :
1
.nco..

.

|

1
._. R
HEARAARE

-
-
-

-
.6

-

]

/ !

-o.......
-.., 11 _ !
ARAARE | |
115935989 ' Y
SAARRAARRARAL |

J..J..... i i
5

.o;-..o.._.A '
o.a.
J‘J—.Jccq.c-oc....
C'.Oo‘.'..... !
nv o.*¢.....‘ 'V
.0’00.0‘.000_.

44-44...4.... {4
 RARARAARARRAAN

r Flask” ©1993

CJ' -cooo....._ .
ﬂac. 233 RN .
| | 1T AR RN
.h.“_} RN KA SRR RN

—4.¢n~.—...........,

&JM% EARAARA AR

~¢J..4. A....

A..J..<¢4_._.
¢...,.J.......
—«;.44..«.. 1

¢~4J~4o...o.4

,_,c......,,_......
.,.

-44..,......

Ak R RN

Yy vy
~¢“_‘,......‘
JCJV{I‘...

1 444.4..;
ﬁ \

—oa REARR
u._....,

R
b 4 4 TY v
] N 1
.. .,y , _

a_.,,,,..,....,

.u,.ﬂpa WLt

L ,..,...

AR A RA!
&rfw., *“,“,
oy \

A

~....

..
,......
.o.......o
.......o-

T .,.,...»

l 100....

LTI I
....o....oc-ac
oo....oo...-.oo

,,,

SRR
SAAAARARAAARAARAADS
SRR

RARRRARRRR RS
BRARARRERARRARAARY
-J%

NARHAARRARA R I -ﬂ oo
SHNNRRNNARANRINNRAARS

(AR A AR AARR AR AR
BERARARAARRAARAYY
FARARRARARARRARAANI AN
....‘o-....o....oo.o..

N
AREak ‘A oLf
PRANdaRNAY o.
TIIIIIIE
T
T

ARARRNAARAAAAA
BRRARRRARRRNA AR

.o.oo..co..o...o.-o..............................o......o...o-o-.o.oo

._,,,_

f‘“.x

...

BAANARARAARNARLY
oo.oooaoo

LA f
2AANRAAARAAAS
..o..o-

.Z

0 : SEEALR R AR R AR L a. o..
. AR, AR ) } ..3.}: .: -.....-. .................-.
R i ; ,
) .._. ‘. . .....,..4 ¢...4....,J.4...4.4.<.¢.Jau.4 44 ') “ ~ ; f- “« >
.... ........‘.....J.H....o:”o nwo.o~ .4. 1
g RE ... . ..., ... ...«.4... ! ~ “JJ a.fauﬂ_dod J J .— ) .4...
4 .. p Y 2 & -..-.I. .l.r—-o-.'.I.-aLCDOD.4..'.-0-QIMI“DO"I"I‘.‘PrJ ' .“If ", Iﬂ..b.'...l.a




Trust, but Verity
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Trust, but Verity

“the old adage is in need of an update.”

John Kerry, Former Secretary of State
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Verity and Verity



Trust no one

Untrusted Untrusted
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What is Zero Irust,
and why should | care?




“Thinking Different”
about Networks




Zero Irust Is not a product.

It’s a philosophy.




ust?

Zero Ir
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Why Zero Trust?




Why Zero Trust?

e \Works on untrusted physical networks

e |dentity-based access management (IAM)
e App identity profiles on next-gen firewalls
e (Certificate based authentication

e Robust and auditable access controls

e All network traffic logged and inspected
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Data Access

e Security based on user and location
e |dentify and map traffic / data flow

e Know the users and their apps
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Access Control

o Adopt a "Least-Privileged” strategy
e Grant on a “Need to Know” basis

e Data classification
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Always Verity

e | og all Traffic
¢ |nspect All Traffic




Authentication Methods

e (Certificates
e [wo-Factor (2FA)
e Multi-Factor (MFA)
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ldentity Management

e |dentify and Add Context
e Keep Roles Up-to-Date
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Technology & Processes of
Zero Trust Networking




lechnology & Processes

Zero Trust Combines:
e EXxisting Technologies

e (Governance
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lechnology & Processes

Micro-segmentation of networks
Granular Perimeter Enforcement
User

Location

Device / Computer

Application
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lechnology & Processes

e Multi-Factor Authentication
o 2FA
e TOIP

¢ |dentity & Access Management (IAM)

e |AM can be combined with MFA
e Examples: Apple ID, O365 + Ping/Duo
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lechnology & Processes

e Policy orchestration
e Network traffic analytics
e Baseline encryption

e Scoring based on analytics
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lechnology & Processes

e File system permissions
e Databases

e Does this user need access to all of this?
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lechnology & Processes

e (Certificates

e 802.1x Networking
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Getting Started with Zero Trust
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Getting Started with Zero Trust

eeeeC ATAT = 12:35 PM
9:41
| Google
FaceTime
| |
-~
o ation
Mail
Apple ID Sign In Requested 4 2 4 6 6 2
j.appleseed®@icloud.com
Your Apple ID is being used to sign in
to an iFhone near Cupertino, CA.
Stevens Creek Blvd
A O
Cupertino
€s)1nger Rd
Don’t Allow Allow
17 U U]
) — (&,
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Getting Started with Zero Trust

% jamf CONNECT @

¢ |dentity & Access Management (IAM)
¢ Single Sign-on (SSO)

‘ Centrify




Getting Started with Zero Trust

222 Office 365 Security & Compliance

<
A Home Permissions
& Alerts v
. ; RQ Permissions
e Permissions
El Threat management N4
[8 Data governance %
/O Search & investigation N7
L Reports v

% Service assurance

A
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Getting Started with Zero Trust

e Multi-Factor Authentication (MFA)

e |dentity & Access Management (IAM)
e Single Sign-on (SSO)

e Appropriate permissions

¢ [horough process audit
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Getting Started with Zero Trust

e Multi-Factor Authentication (MFA)

¢ |dentity & Access Management (IAM)
¢ Single Sign-on (SSO)

e Appropriate permissions

e [horough process audit

e Next-Gen Access (NGA)
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Zero lrust

Untrusted Untrusted
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Zero lrust

e Segmentation
e Authentication
e Secure Communication
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Why Zero Trust?




Resources

o by John Kindervag
(google... DNA zero trust network forrester filetype:pdf)

book by Evan Gilman, Doug Barth
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http://www.virtualstarmedia.com/downloads/Forrester_zero_trust_DNA.pdf
https://docs.microsoft.com/en-us/intune/conditional-access-integrate-jamf
http://docs.jamf.com/technical-papers/jamf-pro/microsoft-intune/10.7.0/Introduction.html
http://docs.jamf.com/technical-papers/jamf-pro/microsoft-intune/10.7.0/Introduction.html
https://www.centrify.com/education/what-is-zero-trust-privilege/
http://shop.oreilly.com/product/0636920052265.do

Resources

e NIST SP 800-63B

e SANS Institute Case Study: Target Breach

e Endpoint protection:
. /
[ _



http://haveibeenpwned.com
https://krebsonsecurity.com/2016/03/seagate-phish-exposes-all-employee-w-2s/
https://krebsonsecurity.com/2016/03/seagate-phish-exposes-all-employee-w-2s/
https://www.intego.com/
https://flextivity.com/
https://github.com/google/santa
https://github.com/google/santa
https://objective-see.com/

Questions?

Nathan Underwood
nathan@piratica.us
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